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InterCall takes the issue of conferencing security very seriously.

InterCall Unified Meeting® has been engineered to provide high levels of security via the architecture and platform, as well as
end user feature and functionality. Our security has proven to readily support the stringent requirements of large
multinational organizations and customers with lockdown environments and smaller companies with the need to keep their
business private.

Feature Options to Fully Secure Your Meetings:

Customizable per meeting, moderator set passcodes

e 128-bit SSL and AES encryption for your online meetings

e Data transmission via secure, firewall-friendly ports 80 and 443

¢ Email invitation hyperlink directly connects the participant to the right meeting room
e Participant view panel shows all connections to the meeting

e Automated roll call play names of all participants connected to the meeting
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Best Practices

Online Meeting Controls

We recommend all meeting hosts utilize the online interface for every meeting. This provides an excellent visual to better
screen all participants connected to a call. The meeting host can review the participant connections panel and ensure all
connected parties are legitimate. If an unwanted participant has joined, with a simple mouse-click, the meeting host swiftly
dismisses that participant connection from the meeting.

e View all participant connections

e View each line status

¢ View from which line a participant is speaking
e Dismiss unwanted participants

e Lock/Unlock meeting room

e  Mute/Unmute participant lines

e Send participants to Break Out rooms

Alternatively, the meeting host can opt to lock the conference up front and accept each joining participant individually. Each
joining participant appears via a “toast” that pops up on the bottom left corner of the screen. The host selects Accept or
Reject to process joining callers.

For highly sensitive meetings, dial out to each of your participants individually using the meeting interface Dial Out feature,
or send instant meeting invites via email or IM at the time of the meeting. Only those participants receiving the invitation
with the hyperlink to join will have access to the meeting.
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